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KEPWARE END USER LICENSE AGREEMENT AND LIMITED WARRANTY

The software accompanying this license agreement (the Software) is the property of Kepware Inc, and is
protected by United States and International Copyright laws and International treaty provisions. No ownership
rights are granted by this Agreement or possession of the Software. Therefore, you must treat the Licensed
Software like any other copyrighted material (e.g., a book or musical recording), except that you may make a
single copy for backup or archival purposes. Your rights and obligations in its use are described as follows:

1. You may use and display this software on a single computer.

2. You may make one copy of the software for archival purposes or you may copy the software onto your
hard disk and hold the original for archival purposes.

3. You may not modify or attempt to reverse engineer the software, or make any attempt to change or even
examine the source code of the software.

4. You may transfer the software to another computer using the utilities provided. However, the software
must be used on only a single computer at one time.

5. You may not give or distribute copies of the software or written materials associated with the software to
others.

6. You may not sub-license, sell, or lease the software to any person or business.

Return Policy
The original licensee of the software can return it within sixty (60) days of purchase. Please call us for a Return

Material Authorization Number.

Limited Warranty

Kepware does not warrant that the Software will be error free; that it will satisfy your planned applications or that
all defects in the Software can be corrected. If Kepware provides information or assistance regarding the use of
the Software or otherwise, Kepware is not assuming the role of engineering consultant. Kepware disclaims
responsibility for any errors or omissions arising in connection with engineering in which its Software or such
information or assistance is used.

The foregoing is the sole and exclusive warranty offered by Kepware.

Kepware disclaims all other warranties, express or implied, including but not limited to the implied warranties of
merchantability and fithess for a particular purpose, with regard to the licensed software and all accompanying
materials.

In no event shall Kepware be liable for incidental or consequential damages, including lost profit, lost savings,
lost opportunities, or other incidental or consequential damages arising out of the use or inability to use the
licensed software, even if Kepware has been advised of the possibility of such damages.

Kepware's entire liability shall be, at Kepware's option, either (a) return of the price paid for the Software (or
component), or (b) repair or replacement of the Software (or component) that does not meet Kepware's Limited
Warranty and which is returned to Kepware within the warranty period. This shall be the sole and exclusive
obligation of Kepware and your sole and exclusive remedy with respect to any such failure. The Limited
Warranty is void if failure of the Software (or component) has resulted from accident, abuse or misapplication.

Support
Kepware provides unlimited e-mail support for all Software whether a demo or registered license. Kepware will

provide a total of two hours free phone support for all registered Software after paying the applicable license
fees. Kepware will provide unlimited phone support so long as you have paid Kepware any applicable
maintenance or support fees and subject to the terms of those agreements. All corrections and maintenance
releases will be made available through Kepware's Internet site. All major product releases of the Software are
subject to upgrade fees. At no time will on-site support be provided without advance payment to Kepware for a
minimum of two days on-site engineering support services, plus all expenses.

Trademarks
Kepware™ and KEPServerEX™ are trademarks of Kepware Technologies. All other trademarks, whether
claimed or registered, are the exclusive property of their respective owners.

Kepware Technologies

400 Congress Street, 3" Floor

Portland, Maine 04101

Sales: (207) 775-1660 x228

Technical Support: (207) 775-1660 x211
Fax: (207) 775-1799

E-mail: sales@kepware.com or
technical.support@kepware.com

Home page: www.kepware.com
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Overview

This document is intended to provide the user with information and instruction on how to
configure the Distributed Component Object Model (DCOM) for use with KEPServerEX.
Since Windows NT/ 2000 security is more advanced and the options differ from Windows
95/98, we have broken this document down into three components. The first component
of the document covers configuring DCOM for Windows NT/2000, the second component
covers configuring DCOM for 95/98, and the third component covers Windows XP/2003.

Note: In Windows NT DCOM may function differently from one Service Pack to
another. Service Pack 6 was used in creating this document and therefore it is
suggested that Service Pack 6 be installed before attempting the following
procedures.

Note: In our DCOM testing we have experienced instances where DCOM
configuration changes do not take effect until the PC has been rebooted. If you have
DCOM settings configured correctly but cannot establish a remote connection, you
may want to consider rebooting both the server and client PCs.

Warning: The following instructions for DCOM configuration allow for all access by all
users for all DCOM components. If security is a factor with your
applications, you must set DCOM security settings appropriately. We
recommend proving connectivity with open access before reducing access
privileges to specific users at the application level.
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Configuring DCOM for Win NT / 2000 Domains

There may be variations in DCOM configuration between local and remote connections to
KEPServerEX. Some client applications may not support browsing remote PC'’s for
installed servers. For these clients you may need to add server registry entries to the
client PC in order to obtain the proper CLSID for the server. The preferred method is
running the server installation program and selecting only the OPC Quick Client for
installation. If this cannot be done, then you can use the OPC_Remote.Reg file that is
provided with the server install (see Appendix A for details on how to do this). If you are
using another Operating System, see that section for instructions.

The first part of this document will explain the steps required to prepare for DCOM
configuration on the remote PC.

Using the Install Program to Register the Server

You may also use the server installation program to make the appropriate registry
entries, and to ensure that all of the files needed to make a remote connection are
present.

1. On the remote PC run the KEPServerEX Install program.

Kepware Setup Utility x|

Select the componentz you want to install, and clear the components you do not want to
inizkall

=

Select Components

Chooge the components Setup will install

— Descrphion

&1 Drrivers
--. Example Source Code
g OFC Quick Client
= Specifications
@ OFC Data Access Automation Specification
Select All [Full Installation)

dizplayed here.
Space Required on C: 0k
Space dwailable on C: 13972320 K
[rmztallShield

It iz recommended that you
expand the companent ree
and only zelect components
you wizh ta install. [F pow
zelect a main component, all of
the sub-components beneath it
will be zelected automatically.
E ach component haz a brief
dezcrphion, which will be

< Back | t et = I

Cancel

2. Atthe component selection page, deselect all the components except OPC
Quick Client and click Next to continue with the install. We recommend installing
the OPC Quick client to verify server connections.
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Kepware Setup Utility

Select Components

Chooze the companents Setup will install

heed arizes.
Space Required on C 0K
Space Available on G 13950624 k.
| retallS hield

Select the components pou want to inztall, and clear the components you do not want to

ifizkall.

E-[]KEFServerkx

o -] Drivers

¢ [ ]Example Source Code

] (PC Quick Cliert

E||:| Specifications
L-[OPC Data Access Automation Specification

|:| Select All [Full Installation)

— Description
OPC Quick Client

Thiz OPC Cluick Client has
been developed to aszist in
the tegt and development of
our OPC Data Access 1.0 and
20 5ervers. We recommend
that wou install it az it may aid
with technical support if the

< Back | M et » I Cancel

Editing the DCOM Configuration

The following steps describe how to configure DCOM for remote, or local, connections to
the KEPServerEX.

[
=
W
=
Q
=
=
=

DCOM Config (known

as
1. Select the Start button from the Desktop task bar and click Run and enter DCOMCNFG.EXE) is
DCOMCNFG.EXE in the pop-up menu and run DCOMCNFG.EXE. a utility that can be

used to secure
Distributed COM
(DCOM) objects that
have been created.

¥ | Fiurin Separate Memon Space

b,

A general DCOM configuration window will appear with four tabs. The foremost
tab is Applications. All applications that can enable DCOM are listed here. The
remaining three tabs are default configuration settings used by the listed
applications. Changes made to the settings on these pages affect DCOM
applications globally. The goal of these instructions is to allow all network users
to access all DCOM applications. After a connection has been proven, the user
may then choose individual applications from the list and customize their DCOM

security properties for more control.

© 2006 Kepware Technologies
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Distributed COM Configuration Properties

logagent
tedia Player
icrozoft Chip Gallery
Microsoft Excel 97 Application
ticrozoft tap

Microzoft \Word Bazic

Note: Itis very important to make sure that the Apply button is selected after
changes are made in a DCOM settings page.

3. Under the Default Properties tab, “Enable Distributed COM on this computer”
should be checked. Also, ensure that the “Default Authentication level:” is set to
“Connect,” and the “Default Impersonation Level:” is set to “Identify”. Click the
Apply button to administer the changes

Distributed COM Confiquration Properties

idertty  [o]
L

4. Select the Default Security tab and click the Edit Default button under “Default
Access Permissions.”
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Distributed COM Configuration Properties

5. Add domain group “Everyone” with “Allow Access” to the permission list, then
select OK. If you are planning to run the server as a service you will also need to
add “System” with “Allow Access”.

Registry Yalue Permissions

& Everyone

lowbooess o]

6. Now click the Edit Default button under “Default Launch Permissions.”
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Distributed COM Configuration Properties

7. Add domain group “Everyone” with “Allow Launch” to the permission list, then
select OK.

Reqgistry Value Permissions

Evernone Allovw Launch
fis INTERACTIWE Allows Launch
Allovw Launch

i ETHAM_MT2MAdminiztratars Allow Launch

dlowLamch &

8. Choose the Applications tab and double-click on “KEPware Enhanced OPC/DDE
Server”. This will call up the KEPServerEX-specific DCOM properties.
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Distributed COM Configuration Properties

lagagent
tedia Player
icrozoft Clip Galleny
Microzoft Excel 97 Application
ticrozoft tap

Microsoft \Word Basic

9. Inthe KEPServerEX-specific DCOM window, choose the Location tab.

KEPware Enhanced OPC/DDE Server Properties [EHE

Y

10. Most clients allow connections directly to the remote PC by entering the Name of
the PC in the server connection dialog box. For applications that do not allow
these types of connections, select “Run application on the following computer”. Next
browse for the remote machine that contains the KEPServerEX application and
select Apply. In this example the machine name is REMOTE_NT. For local
connections you will leave “Run application on the computer where the data is located”
checked.

Note: See Kepware's Client Connectivity guide for information on how specific clients
connect remotely to KEPServerEX.

Warning: This dialog box will allow you to select more then one check box. If this
happens it produces an error state. You must make sure that only one box is
checked.
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KEPware Enhanced OPC/DDE Server Properties [HE

REMOTE_MT

11. Choose the Security tab and ensure that the radio buttons for the Access
permissions are set to default. Apply these changes.

(7] %]
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12. The final step is to select the Identity tab from the application specific DCOM
pages, and ensure that the “Interactive user” radio button is selected. Then select
the Apply button. Select OK to exit the application specific DCOM window, and
then choose OK again to exit the general DCOM window

KEPware Enhanced OPC/DDE Server Properties [HE

£ [he

At this point you should be able to connect to the server from the remote PC. If you
installed the OPC Quick Client use it as a test and then try the client you are planning to
use.
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Configuring DCOM for Win XP Domains

There may be variations in DCOM configuration between local and remote connections to
KEPServerEX. Some client applications may not support browsing remote PC'’s for
installed servers. For these clients you may need to add server registry entries to the
client PC in order to obtain the proper CLSID for the server. The preferred method for
adding the registry entries is running the server installation program and selecting only
the OPC Quick Client for installation. If this cannot be done, then you can use the
OPC_Remote.Reg file that is provided the with the server install. (See Appendix A for
details on how to do this.) If you are using another Operating System see that section for

instructions.

The first part of this document will explain the steps required to prepare for DCOM

configuration on the remote PC.

Using the Install Program to Register the Server

You may also use the server installation program to make the appropriate registry entries
and to ensure that all of the files needed to make a remote connection are present.
1. On the remote PC, run the Install program.

Kepware Setup Utility

Select Components
Chooge the components Setup will install

‘M

Select the componentz you want to install, and clear the components you do not want to

ihztall,

&1 Drrivers

--. Example Source Code
g OPC Quick Client

E|. Specifications

----- Select All [Full Installation)

Space Required on C:
Space dwailable on C:
[rmztallShield

@ OPC Data Access Autormnation Specification

— Descrphion

It iz recommended that you
expand the companent ree
and only zelect components
you wizh ta install. [F pow
zelect a main component, all of
the sub-components beneath it
will be zelected automatically.
E ach component haz a brief
dezcrphion, which will be
dizplayed here.

0K

13972320 K

Cancel

< Back | t et = I

2. Atthe component selection page, deselect all the components except for OPC
Quick Client, and click Next to continue with the install. We recommend installing
the OPC Quick client to verify server connections.

© 2006 Kepware Technologies
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Kepware Setup Utility

Select Components
Choose the companentz Setup will install

Select the components you want to instal, and clear the components vou do nat wantk o

inzkall
-] FEFServerby - Description
B[ Drivers OPC Quick Cliert
e ok This OPC Quick Clent has
OFC _ '-"'-”- Client been developed to azsizt in
=20 Specifications the test and development of

“[]0PC Data Access Automation Specification our OPC Data Access 1.0 and
2.0 Servers. We recommend
that you install it 22 it map aid
with technical suppart if the

----- [ 5elect All [Full Installation)]

need arizes.
Space Required an C: 0k
Space Available an C: 13950624 K.
|mztall&hield

< Back | f et I Cancel |

Running the DCOM Configuration Utility

Starting Windows Components like DCOM Configuration on Windows XP is slightly
different in comparison to Windows NT, or Windows 2000.
1. Type DCOMCNFG in the Start Menu / Run dialog to launch DCOM Properties (XP
launches Component Services, DCOM Properties are located here).

i Type the name of a program, Folder, docurment, ar
5 Internet resource, and Mindows will open it far yaou,

Open: |

QK I Cancel | Browse, ., |

2. Component Services is the home page of the DCOMCNFG run command.
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i Component Services : o ] [

@ File Action iew window  Help |_|ﬁ'|1|
N

Console Rook

omponent Services

! ame |
Event Viewer (Local) @Component Services
By Sty Local
p Services (Local) Event Wiewer (Local)
%Services {Local)

3. Click the Plus sign next to Component Services, Computers, and My Computer to
expand the branches of the directory tree. This page shows My Computer (Used

for accessing Default DCOM Properties), and the folder which contains all the
DCOM obijects.

:i'__, Component Services i ;lglﬂ
@ File  Action  Wiew Window Help |;[i|1|
&= EmeE 28] ]

L1 Console Roat Component Services 1 objeck(s)

EI@ Component Ser

=[] Computers D

EI@ My Computer
-2 COM+ Applications
(-2 DCOM Canfig
[:l Distributed Transackion C
[:l Running Processes

[]--% Evwent Wiewer (Local)

[#-%y Services (Local)

Campukers

< | H

4. Right-click My Computer on the Component Services page and select Properties. It
will bring you to the General tab of the DCOM properties for this PC.
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My Computer Properties ﬂﬂ

Default Protocols | MSDTC | Defaul COM Security
General I O ptiohz I Default Properties

(= ' GOOCH_#FP

Description:

0. I Cancel | Apply

5. Select the Default Properties tab. Verify that “Enable Distributed COM on this
computer” is checked. The “Default Authentication Level” should be set to Connect,
and the “Default Impersonation Level” should be set to Identify.

My Computer Properties ﬂil

Default Protocols | MSDTC | Defaul COM Security
General | Optionz Diefault Froperties

v Enable Distributed COM on this computer
[~ Enable COM Intemet Services an this computer
— Default Distibuted COM Communication Properties
The &uthentication Level specifies secunty at the packet [ewvel,

Default Authentization Lewvel:

Connect j

The impersonation level specifies whether applicationz can determine
who iz calling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lesvel:

I dertify |

Security for reference bracking can be provided if authentication iz uzed
and that the default imperzonation level iz not anonymous.

[ Provide additional zecurity for reference tracking

(] I Cancel Spply

Page 14
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6. Next, select the Default Protocols tab. On this tab you should see the data transfer
protocols that are currently selected for this PC. You can add additional
protocols from here if needed.

My Computer Properties g ﬂﬂ
General | O ptiohz I Default Properties I
Default Pratocols I MSDTC I Default COM S ecurity

DCOM Pratocols

- Connection-oriented 5P

Add Femowe fove Up | Move Down|  Properties...

Dezcription

The zet af netwark. pratacolz: available to DCOM an this machine. The
ordering of the protocols reflects the prionty in which they will be uzed,
with the top protocal having firzt pricriby.

0. I Cancel Apply

7. Select the Default COM Security tab and click the Edit Default button under “Access
Permissions.”
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My Computer Properties ilil

General | O ptionz Default Properties |
Defaul Pratocols | MSDTC Default COM Security

—Access Permizzions

r'ou may edit who iz allowed to accesz applications that do not
provide their own settings.

— Launch Permisgions

You may edit who iz allowed to launch applications that do not

provide their own zettings.
Edit Default... |

(] Cancel Apply

8. You may see Groups and Users listed for the Default Access Permissions. You will
need to add them by clicking on the Add button.

Access Permission ﬂﬂ

Default Securty |

GIIZILIFI ar Lser names:

‘ Evemaone

€7 SvSTEM
Add. . | Remove |
Permizziong for Evernyone Allow Deny
Access Pemizzion O

Ok I Cancel

9. Once the Users, or Groups, window is open, click the Advanced button.
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Select Users or Groups : 2=

Select thiz abject tppe:

ILlsers, Groupz, or Built-in security principals Object Types. . |

From thiz location:

|KEPDDMA|N Locations... |

Enter the object names to select [examples):

| Check Names |

Advanced... | K | Cancel |
A

10. Enter your search criteria and click Find Now to list all of the Users and Groups that
meet your selection criteria.

Select Users or Groups ed |

Select thiz object type:

Ohject Typesz. .

From thiz location:

FERDORAIM Locations...

Common Queries |

M ame; IStarts with j I (Eolurrs.

Find Mow

Drescription: IStarts withj I

[T Disabled accounts Stop
™| Mo expiing password

[Mavs since [ast oot I 'I

& i LL

[f I Cancel

Warne [ROM] | In Folder

11. From the list, select the users or groups that you wish to add and click OK.

© 2006 Kepware Technologies Page 17



Select Users or Groups

Select thiz object type:

2%

IUserS, Groupz. or Bul-in secunty principals

From thiz location:

Ohject Typesz. .

IKEF'DEIM;’-\IN

Common Queries |

MHamme; IStarts with j I

Drescription: IStarts withj I

[T | Dizabled accounts
™| Mo expiing password

[Mavs since [ast oot I 'I

Locations...

Ealummz...
Find Mow

Stop

& | il LL

] | Cancel

Mame [RDM I Folder

! Adrinistrator F.EPDOMAIM
€7 ANONYMOLL.

anthany KEPDIOMAIN
ﬁﬂ.uthenticated...

€L EATCH

€ Chiis KEPDOMAIM
carky KEPDIOMAIN
€LDIALUP

ﬁ Domain Adming  KEPDOMAIN
€7 Domain Guests  KEPDOMAIN
€7 Domain Users  KEPDOMAIN

=

12. You will have to add Everyone and System, like you did with the other Operating
Systems. In addition, you have to add Network in Windows XP Operating

Systems.

Page 18
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Access Permission L llﬂ

Default Security |

GIDUD ar Lsel names:

Adrminigtratar [IKEPDORAIM WA dministrator)

ﬂi Eweryone

ﬁ Michael Bagucci [KEPDOMAIMNYGEooch)

€7 METWORK
€7 S5 TEM
Add. . | Remove |
Feimizzions for Adminiztrator Al Deny
Aocess Pemizzion O

Ok I Cancel

13. Click OK when you are done with Access Permissions and repeat the same
process with Launch Permissions.
14. Next, select and expand the DCOM Config folder in the directory tree.

omponent Services 5 H |D|ﬂ
@ File  Action View  Window Help | i =l |
¢=->|l|_|><rgr'l|@|ﬂ|!—_nn-s-§: =]
iq ;I DCoM Config 141 objeck(s)
Bt .ﬁ.ccStnre Class w
-8 adobe Acrobat Dc @ @ @ @ @ [

B Ak Lic Updat
Ltomatic Lpoate AccStore Class Adobe Automatic Background Blocked

- |
4 Background Intel Acroba... Lpdates Intelligen... Dtivers
% Blocked Drivers b

¥y COM+ Event Syst

- ComEvents,Coms

@ ComEvents.Com3 COMA+ Ewent  ComEwvents.... ComEvents.... Command line  Controlyiew

o =N . . . .
Carnrnand line Tric System Trigger Co... Classic Innpork

-#8 Controlview Class

& CustReg Class @ @ @ @ @

Wy Defrag FAT engin

@y Defrag NTFS engi CustReq Class  Defrag FAT  Defrag MTFS  DSIIceCpray DSLWBASER...

sy D51 IceCprSy engine enging

-Z8% DSLVBASERVER

Soeopeas | B P @ 2 %

My Event Object Cha

- Event Object  Event Object HTML Icedbizz
Change Change 2 Application Dacument

My HTML Application

-# Tredbiz2 Documer
- Internet Exploren
B 1EDuniare Fobanc oo
' Internet KEPware KEPware logagent L0g|ca| D|sk LI

nnnnnnn [ S I PLY, P A e

15. Scroll down the list of applications that support DCOM until you see the “Kepware
Enhanced OPC/DDE Server”.
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16. Right click on the server object and select Properties.

Component Services o ] 4
@ File  Action View  Window Help |_|E’Il|
eoEmXEFE@Hk

-- # Controlview Classic Import ﬂ KEPware Enhanced OPC/DDE Server 0 object(s)
'L"' CustReqg Class

-- #y Defrag FAT engine

1% Defrag NTFS engine

My DS, IcaCpray

# DSLVBASERVER

My Fvent Object Change

My Fvent Object Change 2
& HC

% HTML Application

#y Icedbiz2 Document

W Internet Exploreryer 1.0

KEPware LinkMaster
My logagent
My | ngical Disk Manager Administrative Service
My | ngical Disk Manager Remote Client
&y | uComServer
@y Media Player
W MediaCatalogDB OLE DE Provider
W Messenger Private Object

7] Microsoft Agent Server 2.0
. W, WicrecafF Clin Cwaanizar T
1| | 3

17. Right clicking on a DCOM object opens the General tab of the Property window
for that object.

KEPware Enhanced OPC/DDE Server Properties 2=l

General |Lcu::ati0n| Securit_l,ll Endpuintsl Identit_l,ll

— General propertiez of thiz DCOM application

Application Mame: F.EPware Enhanced OPC/DDE Server
Application 1D {REE170FO-FF20-11D2-2087-001 05A43F 340}
Application Type: Lacal Server

Authentication Level:

Local Path: C:\Program Filez\kEFPServerk x\Servertd ain.exe

0. I Cancel Bpply

18. Select the Identity tab. The Identity should be set to “The interactive user.”
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KEPware Enhanced OPC/DDE Server Proper " -

Generall Lcu:atinnl Securit}ll Endpoints  Identity

Which uzer account do pou want b uze o n this application’?

£~ The launching uzer.

= This uzer.
[Jzer: I Browse, . |
Fagaword; I
[Canfirm pazzwond; I

£ The system account [zervices only].

0 I Cancel Spply

19. Select the Location tab. For local software client connections you will select “Run
application on this computer.” You will make the same selection if you are
connecting the client software to a mix of multiple remote, or multiple remote and
local, servers. If you want to limit the software client connections to only one
remote server location, select “Run this application on the following computer,” and
enter, or browse for the PC the remote server is running on.

Warning: This dialog box will allow you to select more then one check box. If this

happens it produces an error state. You must make sure that only one box is
checked.
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KEPware Enhanced OPC/DDE Seryer Properties

General Location ISecurit}lI Endpu:uintsl Identit}ll

The fallowing zettings allow DCOM ta locate the corect computer far this
application. If you make more than one zelection, then DCOM uzes the first

applicable one. Client applications mayp overide pour zelections.

[” Run application on the computer where the data is located,
¥ Run application on this computer.

[™ Run application on the following computer:

I Browse... |

0 I Cancel

20. Select the Security tab. Launch and Access Permissions should be set to “Use
Default* and Configuration Permissions should be set to “Customize.”

KEPware Enhanced OPC/DDE Seryer Properktie

Generall Location  Sectirity |End|:u:|ints| Identit_l,ll

— Launch Permissions

% Uze Default

™ Customize Edit... |

—Acceze Permizsions

% Uze Default

™ Customize Edit... |

— Configuration Permissions

" Uze Default

* Customize E dit... |

4 I Cancel |

21. Select the Endpoints tab. This should be set to use the “default system protocols.”

Page 22
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KEPware Enhanced OPC/DDE Seryer Properties

21 x|

Generall Lcu:atinnl Securty  Endpoints Ildentityl

DCOM Protocol: and endpoints:

Add

FHemove Froperties [Clear

[rezcrption

The zet of pratocalz and endpaints available far use by clients of this
DCOM zerver. The syztem defaults entry indicates that the default
zet of DCOM protocols and endpoints for the machine will be used.

(] I Cancel Apply

22. Click OK to save the DCOM settings.

At this point you should be able to connect to the server from the remote PC. If you

installed the OPC Quick Client test the DCOM settings with it, then try the client you are
planning to use.
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Configuring DCOM for Windows XP SP2 / Windows
2003 Server SP1

Introduction

The major goal of Windows XP Service Pack 2 (SP2) and Windows 2003 Server Service Pack 1

(SP1) is to reduce common available scenarios for malicious attack on Windows XP. This is done
by improvement in shielding Windows XP and 2003 Server from the network, enhanced memory

protection, safer handling of e-mail, and Internet Explorer security enhancements.

Most OPC clients and servers use DCOM to communicate over the network. When XP SP2 and
2003 Server SP1 are installed in their default configuration, OPC communication via DCOM will
cease to work. This paper describes the settings necessary to restore OPC communications
when using XP SP2, and 2003 Server SP1.

Two of the SP2/SP1 security enhancements directly impact OPC over DCOM. First, DCOM limit
settings have been added. Secondly, the Windows firewall has been enhanced, and is turned on
by default.

Since the callback method used by OPC essentially turns the OPC client into a DCOM server and
the OPC server into a DCOM client, the instructions provided here must be followed on all nodes
that contain OPC servers or clients.

Note: OPC communication that is confined to a single machine, using COM but not DCOM, will
continue to function normally after the installation of XP SP2 / 2003 Server SP1 without following
the instructions contained in this document.

Windows Firewall

The Windows Firewall allows traffic across the network interface when initiated locally, but by
default stops any incoming “unsolicited” traffic. However, this firewall is “exception” based,
meaning that the administrator can specify applications and ports that are exceptions to the rule
and can respond to unsolicited requests.

The firewall exceptions can be specified at two main levels, the application level and the port and
protocol level. The application level is where you specify which applications are able to respond
to unsolicited requests and the port and protocol level is where you can specify the firewall to
allow or disallow traffic on a specific port for either TCP or UDP traffic. To make KEPServerEX
work via DCOM, changes need to be made on both levels.

Configuring the Firewall

1. By default, the Windows firewall is set to “On”. This setting is recommended by Microsoft
and by OPC to give your machine the highest possible protection. For troubleshooting,
you may wish to temporarily turn off the firewall to prove or disprove that the firewall
configuration is the source of any communication failure.
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%= Windows Firewall ' %]

Gereral  Ewceptions |.-’-¥.|:|\-'ann::e-:|

YWindowsz Firewall is blocking incoming network, connections, except far the
programs and services zelected below, Adding exceptions allows zome programs
to wiork. better but might increazs your security risk

Frograms and Services:

M amne

ActiveSpnc Connection Manager
File and Printer Sharing

[+#] 5N Meszenger B.2

Remate Assistance

[ Remaote Desktop

[ UPHP Framessark,
ahool Messenger

Add Program... Add Fort... Edit... Delete

v Dizplay anotification when Windows Firewall blocks a pragram

What are therizks of allowing esceptions?

k. I Cancel |

2. The Windows Firewall can be opened by clicking on the Firewall icon in the Windows
Control Panel. Once opened, select the “Exceptions” tab and add all OPC Clients and
Servers to the exception list. Also add Microsoft Management Console (mmc.exe found
in the Windows\System32 directory) and the OPC utility OPCEnum (opcenum.exe found
in the Windows\System32 directory). These last two files may not appear in the Add a
Program list and will have to be found by using the Browse button. Lastly you need to
ensure that File and Printer Sharing is checked. This is not typically enabled on new
installations of the Operating System.
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Add a Program = — X

To allow commurncations with a progrann by adding it to the Exceptions list,
zelect the program, or click Browse to search for ane that iz not lizted.

Programs;

o MetEdit 3 |
EE M etwark, Spy
9% OPC Cliant

% OPC GQuick Client
e OPC Guick Client
e OPC Quick Client
., OPC Test Cliart

#=4 OpenBSl Config
@ Order Wizard
L;'*;] Dok, Express

Path: IE:WJINDEIWS"-.SYSTEMEEEDp::enum.e:-:e Browze. |

Change scope... | F. I Cancel |

3. Add TCP port 135 as it is needed to initiate DCOM communications, and allow for

incoming echo requests. In the Exceptions tab of the Windows Firewall, click on Add
Port.

In the Add a Port dialog, fill out the fields as follows:
Name: DCOM

Port number: 135
Choose the TCP Radio Button

Add a Port X

|1ze these settings to open a port through *Windows Firewall. To find the part

nurmber and protocol, conzult the docurmentation for the program or service you
want to use.

Port number; i 135 '

(®1CP (O UDFP

“What are the nizkz of opening a part?

——
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DCOM Enhancements

Service Pack 2 for Windows XP/ Windows 2003 Server Service Pack 1 has also made some
security enhancements to DCOM; two in particular need to be taken into consideration when
using OPC on a network: First, the default Launch and Access permissions dialogs have been
modified to allow the user to configure “limits” on the permissions given to applications using
DCOM. Secondly, for each user now defined in the Launch and Access permissions, both local
and remote access can be explicitly defined.

A brief background on default Launch and Access permissions in DCOM: Launch permissions
define who can launch a COM based application (such as an OPC server) both over the network
or locally. Access permissions define who can access that application once it has been launched.
Applications can get their Launch and Access permissions from one of three places: they can use
explicitly defined setting for their application, they can use the default permissions or they can set
their own permissions programmatically. Because an application could set its own permissions
programmatically, the explicitly defined or default settings, although set properly, may not be used
and therefore the user is not able to explicitly have control over these settings. To overcome this
security flaw, Microsoft has added “limits” to the DCOM security settings from Launch and Access
to limit the permissions that an application can use. This limit prevents the application from using
permissions beyond what is specified in the DCOM configuration settings. By default the limits set
by Service Pack 2 / Service Pack 1 will not allow for OPC communications over the network.

In addition to the new permissions limits, one must now specify if the user or group specified has
permissions locally or remotely (or both). In order for OPC applications to work over the network
with DCOM, the permissions must be set such that remote users can launch and/or access the
OPC servers and clients on the machine.

Configuring DCOM

Follow these steps to configure DCOM for KEPServerEX Communications using Windows XP
Service Pack 2 / Windows 2003 Server Service Pack 1:

1. Go to Start -> Run and type DCOMCnfg and click on OK.

- Tvpe the name of a program, folder, document, ar
' Inkernet resource, and Windows will open i For you.

Open: | DCOMCnfg |

[ (04 H Zancel H Browse, ..

I

'y Etaﬂ

2. Click on Component Services under the Console Root to expand it.
3. Click on Computers under Component Services to expand it.
4. Right-click on My Computer in the pane on the right, and select Properties
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I#> Component Services

@ File  Ackion Miew Window  Help

e+ @@ XD @ D [Pl
|_] Console Root '-C.n:nmputers lah]ect(s]l
= @ Camponent Services

=123 Computers LEE

: 1 &) My Computer Skop M3 DTC

My Con
Refresh all components

[+ % Event Wiewer (Local)

[+] Services (Local)

View »

Properties

5. Go to the COM Security tab. Note these are the four permission configurations that
we will have to edit:

My Computer Properties E][E|
Geneisdl | Opfins | Defaul Propatties |
Default Protocols | MSDTC | COM Security

—Aocezs Permizzions

Yiou may edit wha is allowed default access to applications. You may
alzo et limitz on applications that determine their own permizsions.

Edit Defaul...

 Launch and Achivation Permizsions

Y'ou may edit who iz allowed by default to launch applications or
achvate objects “au map alza zet limitz an applications that
determine their own permizsiong.

Edit Limits... Edit Default...

0k ] [ Cancel Apply
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6. Edit the Limits for Access and Launch

Access Permissions — Edit Limits...
You need to check the Remote Access box for the user labeled ANONYMOUS

LOGIN in this dialog. This is necessary for OPC Enum to function.

' -
RECESSIEETISSION ﬂﬂ
Drefault Security l
Group or uger names;
Adminigtrator [ROBERT <P Administrator]
ﬁ.-‘-‘-.NDN“r’MDLIS LOGOM
ﬁ Everone
€3 NETWORK
€3 SvSTEM
add... | Remove |
Permigsions for Administrator Al Dery
Local Access ]
Femote sccess ]
k. Cancel

Launch and Activation Permissions — Edit Limits...
You need to check the remote boxes for the users labeled Everyone in this dialog.

Note: Since Everyone includes all authenticated users, it is often desirable to add these
permissions to a smaller subset of users. One suggested way to accomplish this is to
create a group named “KEPServerEX Users” and add all user accounts to this group
which will execute KEPServerEX or your OPC Client, then substitute “KEPServerEX
Users” everywhere that Everyone appears in these configuration dialogs.
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} : = :
eGSO ﬂm

Security Limits l

Group or uger names:

Adminiztratar (ROBERT _=FAdminiztratar]
ﬁ Adminiztratars [ROBERT _<P Administrators)

ﬁ Everpone

€7 NETWORE
£ SvSTEM

Add. . | Bemove |
Permigzions far &dminiztratar Al Deny

Local Launch
Remote Launch
Local Activation

K[ [ [&]
o000

Remaote Activation

0k, Cancel

7. Edit Default Permissions for Access and Launch

For each user (or group) that participates in OPC communication (e.g.
“KEPServereEX Users”), make sure that both the Local Allow and Remote Allow
checkboxes are both checked. If the User accounts or Group accounts do not
appear then you will need to add them and then check permissions as we did with
Everyone in the following figures.

Access Permissions per user

Permizzsions for Everpone Allona Deny
Local Access F
Remote Access |l

Launch and Activation permissions per user
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Fermizzions for Evervane Al Deny

Local Launch
Remate Launch
Local Activation

KEEE
OOnn

Remate Activation

8. Reboot the PC when you have completed making the changes to DCOM.

References

Information used in preparing this document was provided by the OPC Foundation White Paper
entitled “Using OPC via DCOM with Microsoft Windows XP Service Pack 2.”

Summary

Although this document is written for KEPServerEX, the DCOM settings specified apply to all
Kepware OPC server products including LinkMaster, U-CON Protocol Server, and iISNMP OPC
Server. If you have any additional questions please contact Kepware Technical Support.
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Configuring DCOM on Workgroups Vs.
Domains

Although most projects will be done on Network Domains, there are still many places that
continue to use Workgroups for their networks, or may even have mixed configurations.
Unfortunately DCOM is really designed for Domains. Remote connectivity using
Workgroups will require some extra configuration of the security settings. DCOM security
will let a client or server application know whether the User who is running the server (or
client application) is a secure DCOM user. If one, or the other, is not a user, you will not
establish a connection to the server. This generally manifests itself with failed connection
errors.

The primary difference between a Network Domain and a Network Workgroup is the way
that security is handled. Domains have a central Access Control List (ACL). The act of
logging on to the Domain provides centralized user permissions which are applied to all
PCs on the domain. In Workgroups the ACL is maintained by each PC. That means that
you have to add every user to every PC.

The following are known configurations for Workgroups, and the steps you will need to do
to get remote connectivity working on them.

In order to set DCOM

Connecting Workgroup to Workgroup

When connecting a server from one workgroup PC to another you will need the
same user names, and security settings on both PCs.

Note: To launch the server you have to be an administrator. Many people using NT
or higher operating systems choose to run the server as a service to avoid creating
administrator accounts for all users.

Connecting Workgroup to Domain

When connecting from a workgroup to a domain, you need to verify that the client
application located on the Workgroup PC is set to accept responses sent from the
server located on the Domain PC. This means you must add any user that could be
running the server on the Domain PC to the local security settings. It is ideal to run
the server as a service on the Domain to reduce the number of entries you may
need. You will also need to make sure the local administrator/login is added to the
default security.

Note: To launch the server you have to be an administrator. Many people using NT or

higher operating systems choose to run the server as a service to avoid creating
administrator accounts for all users.

Connecting Domain to Workgroup

When connecting from a Domain PC to a Workgroup PC, you need to add the name of

the Domain user to the Workgroup PCs user list. You will also need to add the
Workgroup user who is running the PC to the Domain PCs local user list. On the
Workgroup PC, you will set it up like you were connecting from it to the domain.

Note: To launch the server you have to be an administrator. Many people using NT or

higher operating systems choose to run the server as a service to avoid creating
administrator accounts for all users.
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Appendix A: Using the OPC_Remote.Reg File

Preparing the Remote PC

If the intended client machine does not have a registered version of the KEPServerEX on
it, you must take the initial step of registering the server on that machine. The following
steps explain this procedure.

1. Onthe KEPServerEX pc, open the server’s root directory \KEPServerEX, and find
the file called opc_remote.reg. Make a copy of this file and take it to the remote PC.

2. Onthe intended remote client machine, paste this file on to your C: drive (or any
available hard drive on that machine).

3. Right click on this file and choose Edit on the drop down menu.

ﬂ OPC_Remote.reg - Notepad - |EI
. Eilz. LEdk Farmat Help
REGEDIT4

[HKEY _CLASSES_ROOThApPIDS{6e8l70f0—FF2d-11d2-5087-001053a8F840}]
B="KEPware Enhanced OPC/DDE Server"

[HKEY _CLASSES_ROOTHApPIDS {626l 70F0—FF2d-11d2-8087-001053a8F840}]
"RemoteserverMame’="KEPWARE"

[HKEY _CLASSES_ROOTNCLSIDY ] 6e6170f0-FF2d-11d2-8087-001052a8F8407}]
B="KEPware Enhanced oPCADDE Server"

[HKEY_CLASSES_ROOTNCLSIDN]686170F0-FF2e-11d2 8087 -001052a8F8407]
TappID"="{6e8170f0-Ff2d-1102 -5087-00105aagfa40}"

[HEEY _CLASSES_ROOTHCLEIDY{6e6l70f0-Ff2d-11d2-8087-00105aa8f840 " ProgID]
B="KEPware. KEPServerex. wa"

[HEEY_CLASSES_ROOTNCLSIDNTGesl70f0-Ff2d-11d2-8087-001052a8F 840 P\ remoteserver )

[HEEY_CLASSES_ROOTWKEPware. KEPServerEx. vd]
B="KEPware Enhanced oPCADDE Server"

[HEEY _CLASSES_ROOTWKEPware. KEPServerEx. vANCLSID]
m="{6e6l70f0-ff2d-11d2-8087-00105%aas3f840}"

[HEEY _CLASSES_ROOTSKEPware. KEPServerEx. vAs0opC]

[HKEY_CLASSES_ROOTW\KEPware. KEPServerEx. waNorPCyWWendor ]
A= "KEPware"

4. In the first few lines of this file you should see "RemoteServerName"="KEPWARE".
Replace "KEPWARE" with the name of the PC/Machine that is running
KEPServergEX.

Save the changes to the file and exit.

6. Double click on the file name to register KEPServerEX server. A message box will
be displayed on the screen to verify that the information was installed correctly in the
registry. The client machine may now be configured to connect via DCOM to the
remote server machine.

Note: You may need to place two up-to-date OPC files (from our disc or the OPC
foundation) into the C:\Windows\System32 folder. These files are opccomn_ps.dll
and opcproxy.dll. You may have to register them at the DOS command prompt, for
example, C:\WINNT\SYSTEM32\regsvr32 opccomn_ps.dll Another way to
get these files is to install the server on the remote machine.
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Appendix B: Configuring DCOM for Win 95/98
Domains

Note: Effective with release version 4.200.353, KEPServerEx no longer supports
operation on workstations running Microsoft Windows 95, Windows 98 and Windows
ME operating systems.

There may be variations in DCOM configuration between local and remote connections to
KEPServerEX. Some client applications may not support browsing remote PCs for
installed servers. For these clients, you may need to add server registry entries to the
client PC in order to obtain the proper CLSID for the server. The preferred method for
adding the registry entries is running the server installation program and selecting only
the OPC Quick Client for installation. If this cannot be done, then you can use the
OPC_Remote.Reg file that is provided the with the server install (see Appendix A for
details on how to do this). If you are using another Operating System see that section for
instructions.

Preparing Win95/98 for DCOM

Windows 95/98 is, by default, set for share-level access control. It must be set for user
level.

1. Choose Start/Settings/Control Panel.
2. Open the Network applet in the Control Panel, and select the Access Control tab.
3. Select User- Level Access Control and click OK.

Before you can use Windows 95/98 DCOM, the machine must be configured to run
DCOM applications. This requires a few more steps than you would normally take with
the Windows NT or Windows 2000 DCOM setup. Also, unlike Windows NT and Windows
2000, which allow a client to launch a server remotely, it is absolutely necessary for the
server component (KEPServerEX) to be running before a client can connect to it in
Windows 95/98.

Using the Install Program to Register the Server

You may also use the server installation program to make the appropriate registry entries
and to ensure that all of the files needed to make a remote connection are present.
1. On the remote PC run the Install program.
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Kepware Setup Utility

Select Components

Choose the components Setup will install

Select the components you want o install, and clear the components vou do not want to

inztall.
m ~ Description—————————
_,. Dirivers It iz recommended that you
... Exarmple Source Code expand the compaonent tree

and only gelect components
wou wish toinstall. [f you

g OPC Quick Client

E| = Specifications zelect a main component, all of
. g OPC Data Access Automation 5 pecification the sub-companents beneath it
o) Select Al [Full Installation] will be selected automatically.

Each component haz a brief
dezcription, which will be
dizplayed here.

Space Required on C: 0k
Space Available on C: 13972320 k.
InztallShield

¢ Back | Mext > I Cahcel

2. Atthe component selection page, deselect all the components except for OPC
Quick Client, and click Next to continue with the install. We recommend installing
the OPC Quick client to verify server connections.

Kepware Setup Utility

Select Components

Chooze the components Setup will install

Select the components you want toingtall, and clear the components you do not want to
inzkall.

=] KEPServerEx — Description

[#-[ ] Drivers OPC Quick Client

-] E xample Sourcs Code This OPC Quick Clisnt has

VIS ui'::::' Ll been developed to assist in
B0 Specifications the test and development of

: ] 0OPC Data Access Automation 5pecification our OPC Data Access 1.0 and
] Select Al [Full Irstallation) 2.0 Servers. 'We recommend

that you install it az it may aid
with technical support if the

heed arizes.
Space Reguired on C: 0k
Space Avalable on C: 13950624 k.
[rstallS higld

¢ Back | M ent > I Cancel

Adding DCOM Support to Win 95

1. For Windows 95 users, you must obtain both DCOM95.EXE, and
DCM95CFG.EXE (if you don’t have them already) in order to configure DCOM,
since it is not native to Windows 95. You can acquire these files from the
Microsoft web site:
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www.microsoft.com/com/dcom/dcom95/download.asp

DCOM95.EXE is also available on the Microsoft Visual Basic CD-ROM 5.0
(Enterprise, Professional or Standard editions) in the \Pro\Tools\DCOM95
directory

2. Toinstall DCOM95, double-click DCOM95.EXE. You must reboot your system
after the install to secure the changes. (NOTE: If you plan to install
DCM95CFG.EXE then it would be best to reboot after both installations have
been completed.)

3. Double-click to install DCM95CFG.EXE (this will allow you to run the
DCOMCNFG.EXE, which you will use later.) You then must reboot the machine
after the installation is complete.

Editing the DCOM Configuration

1. Click Start/ Run, enter DCOMCNFG.EXE, and click OK.

Run E |
DCOM Config (known
Tvpe the name of a pragram, falder, document, ar [nternet as .

@ re};%urce, and Windu:?wsgwill aper it far pou. DCQ_MCNFG'EXE) 1S
a utility that can be
used to secure

Open: [deomentg [ Distributed COM
(DCOM) objects that
have been created.

] | { Browse. .. |

2. A general DCOM configuration window will appear with three tabs. The foremost
tab is Applications, which lists all applications that can enable DCOM. The next
two tabs are default configurations used for all the listed applications. Changes
made to these tabs affect DCOM applications globally. Pertaining to security, the
approach of the following instructions is to allow all network users access to all
DCOM applications. After a connection has been established; the user may
choose individual applications from the list and customize their DCOM security
properties for more control.

Distributed COM Conhguration Properties

applications | Default Properties | Default Security

Applications:

Bitrmap Image -
EventSystenTiers

HTHL Application

Imaging for Windows 1.0

Intermnet Explorerfer 1.0

KEPware Enhanced OPC/DDE Server

Mizrozaft Chat Room

Microzoft Chp Gallery

Mizrozaft Mettdeeting M anager Object
Mizrozoft WwWord B asic

Mizrazaft Ward Docurment
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Note: Itis very important to make sure that the Apply button is selected after each
change made in a DCOM settings tab.

3. Under the Default Properties tab, “Enable Distributed COM on this computer” should
be checked. Also, ensure that the “Default Authentication level:” is set to “Connect”
and the “Default Impersonation Level:” is set to “Identify”. Click the Apply button if
possible to administer the changes.

Distributed COM Configuration Properties

Applications ~ Default Properties | Defalt Securityl

¥ iEnable Distibuted COM on this computer

— Default Distributed COM communication properties

The Authentication Level specifies security at the packet level,

Default Authentication Level:

Cohinect j

The Imperzonation Lewel zpecifies whether applications can
determine who iz calling them, and whether the application can do
operations using the client's identity.

Default Impergonation Level;

{ Identify =l

[~ Provide additional zecurity far reference tracking

OF. I Cancel | ol

4, Select the Default Security tab and click the “Enable remote connection” box to allow
for remote connections, then click the Edit Default button to view “Default Access
Permissions”.
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Distributed COM Configuration Properties

5. Add user group “The World” with “Grant Access” to the permission list. Then
select OK. If you are going to connect to a server running on a Win NT/2000 PC

as a service you will also need to add “System” with “Grant Access” to the
permissions list.

Acceszs Permizsions

The “world Grant Access

6. Click the Apply button, then select the Applications tab. Double-click on “KEPware
Enhanced OPC/DDE Server”. This will access the applications specific DCOM
properties
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Distributed COM Configuration Properties

Applicationz | Default Properties | Default S ecurity

Applications:

Bitmap Image -
EwventSysternT iers
HTHL Application
Imaging for Windows 1.0
Internet Explorerfer 1.0

F.EPware Enhanced OPC/DDE Server
Mizrozaft Chat Boom

Mizrozoft Clip Galleny

Microzoft MetMeeting M anager Object
Mizrozaft WwWord B asic

Microgoft \word Document

7. In KEPServerEX’s application specific DCOM window, choose the Location tab.

KEPware Enhanced OPC/DDE Server Properhies EHE

 Gene || Lu:u:atiu:unl Securit_l,ll

— General properties of thiz DCOM application
Application name: K.EPware Enhanced OFC/DDE Server

Application twpe; lozal zerver

Local path:
D:AKEPSERVERE=MSERWVERMAIN EXE -oporun

8. Most clients will allow you to connect directly to the remote PC by entering the
name of the PC in the server connection dialog box. For applications that do not
allow direct connections, select “Run application on the following computer”. Next,
browse for the remote machine that contains the KEPServerEX application, and
select Apply. In this example the machine name is REMOTE_NT. For local
connections you will leave “Run application on the computer where the data is located”
checked.

Note: See Kepware's Client Connectivity guide for information on how specific clients
connect remotely to KEPServerEX.

Warning: This dialog box will allow you to select more then one check box. If this
happens it produces an error state. You must make sure that only one box is
checked.

Page 40 © 2006 Kepware Technologies




KEPware Enhanced OPC/DDE Server Properties EE

General Location |Seu:urit_l,l|

The fallowing settingz allow DCOM to locate the carrect camputer far this
application. If vou make more than one selection, then DCOM uzes the firgt
applicable one. Client applications may overide vour selections.

[ Run application on the computer where the data is located

[~ Run application an this computer

W Run application on the fallowing computer:

IHEMDTE_EIB

(] I Cancel Sl

9. Choose the Security tab and verify the radio buttons for the Access permissions
are set to default. Click Apply to accept these changes.

KEPware Enhanced OPC/DDE Server Properhies EHE

& Use default access permissions

" Use custom access pemmizsions

“Y'ou may edit who can access thiz application.

Elif:.

10. Choose OK from the bottom of the application specific DCOM display window.
11. Choose OK from the bottom of the general DCOM display window.

12. Reboot the computer to secure the new DCOM configuration.

At this point you should be able to connect to the server from the remote PC. If you
installed the OPC Quick Client use it to test the connection, and then try the client you
are planning to use.
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